Privacy Risk
Assessment (PRA)




Yto Takoe Privacy Risk Assessment (PRA)?

PRA 370 0653aTe/ibHan npoueaypa oLueHKM Privacy-pucKoB, KoTopasa Ao/»KHa bbiTb NpoiaeHa A0 Havana ntoboro
HOBOrO NPOEKTa UM aKTUBHOCTU, CBA3AHHbIX C MEPCOHANbHbIMW AAHHbIMMU.

PRA cocTouT U3 ABYX pa3genos:

(1) O6s3aTenbHble CKPUHMHTOBbIE BONPOCHI; U (2) lononHUTEeNbHbIE BONPOCHI 418 MPOEKTOB C BbICOKMM PUCKOM

CKpMHMHI’OBbIe BOMNpPOCDHI AononaHutenbHble BONPOCHI

371 BONPOCHI NPOX0AATCA BU3HECOM, YTOGbI MOHATbL KKYEBYO MHGOPMAaLLMIO Ecnn CKPUHWHFOBbIE BOMPOCHI aBTOMATUYECKM BbIABUAN BbICOKMI PUCK, BaM
O NepCoHasbHbIX AaHHbIX, OTHOCALLYKOCA K MPOEKTY MW aKTUBHOCTU HeobxoAuMO byAeT OTBETUTL Ha AOMNONHUTENbHbIE BOMPOCHI. CucTeMaA
coobwmT Bam 06 sTOM.

Llenb — cobpaTb MHGOPMALMIO O LieNIN, KaTeropusax CybbekToB AaHHbIX, TUMAX
[JaHHbIX, TPETbUX NLLAX M 06paboTKe cneumanbHbIX KaTeropun AaHHbIX. Llenb — onpegenntb 1 CHU3UTb 1060 BbICOKUI PUCK A8 NoTpebuTenen u
KOHWNeBep, KOTOPbIN MOTyT NOB/IEYb 33 COHOOIN HEraTUBHbIE MOCNEACTBUA.

CKPUHMHIOBAsA OLeHKa COCTOUT M3 6 BOMPOCOB, KOTOPbIE HE A0MKHbI 3aHATb Y
Bac 6onee 10 MUHYT.

Ecnun oueHKa aBTOMaTUYECKM ONpeaennna HU3KUM pUCK NPoeKTa, Bbl MOXKETE
Cpasy NPUCTYNUTb K ero peasnmsaLmm, Ho BaXKHO C/1ief,0BaTb BCEM
[ANbHENLIMM NPEA/IOMKEHHBIM LIAram fno 3aBepLUeHUM OLEeHKMU. @

BAXHO: UmeHHO PRA
[ONXHa cenyac
MCNO/Ib30BaTbCA ANSA

OueHKa privacy-puckoB (PRA) cocTaBneHa Ha OCHOBE PUCK-OPUMEHTUPOBAHHOIO NOAX0AA A/1A OLLEHKM MPOEKTOB U aKTUBHOCTEN.
CKPVHUWHIOBbIE BOMPOCH! COCTAB/IEHbI TaK, YTOObI ABTOMATUUYECKU BbISIBIATb MPOEKTbI C BbICOKUM PUCKOM W rapaHTUPOBaTb, YTOObI Takue
NPOEKTbl BblIM PACCMOTPEHbI C 0CO6bIM BHUMAHUEM.

OLIEHKWN BCEX HOBbIX
aKTUBHOCTEN U

NpoekKToB, a He Data
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Mpouecc PRA

PRA Process Key, Roles and Responsibilities

Escalate to Personal Data Review
Committee (PDRC) if PRA results
in significant risk(s) to o——e o
individuals/Unilever after
mitigating plans are in place. -
. f
DPAto engage local leadership

team regarding escalation.

Business Owner (e.g. marketing manager, project
manager, HR manager)

OTBeyaTb Ha

® [OMNOIHUTE/IbHBIE BOMPOCHI
HY»KHO TOJIbKO B C/ly4ae, ecnu
6b1/1 BbISIB/IEH BbICOKWIA PUCK
NpoeKTa No pesy/ibTatam
CKPWMHMHIOBbIX BOMPOCOB.

Data Protection Advisor

Personal Data Review Committee (PDRC)

Decision Required

Local DPA completes PDRC Risk Risk(s) decision(s) made by
Escalation Form (with support of PDRC communicated to
Additional questions are only DPA ahead m:nrggg;[gv committee business owner

required where a potential high-
risk activity is indicated from the
Privacy Screening Questions.

.
fn £

Mitigating risk
actions

Revise scope of projectto
ensure mitigation actions
lower risk to satisfactory

level
. @
Project/ Activity Go-
Live
Business starts Privacy Screening Business completes additional DPA reviews PRA, agrees and Implement risk mitigations and
Questions in Privacy Risk questions (if required) documents risk mitigations actions
Assessment (PRA)
Privacy Risk Assessment (PRA) Risks Escalation to PDRC Go-Live
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Kak Hauatb PRA

PRA morKeT bbITb HayaTa ntobbim coTpyaHuKkom Unilever nnm tpetenm nnuom no nopydyeHuto Unilever Ha nnatdopme OneTrust.

(1) PRA ona cantoB ocyuwecTBasetca B cucteme EVA

* Y ccotpygHukos Unilever aBTomaTUYeCKM ecTb AOCTYN K cucteme (dYepes SSO)

* Y AreHTCTB HET aBTOMATUYECKOro A0CTyna, HO ero MOXHO NONY4YNUTb, HAaNPaBMB 3aMNpPocC
Ha agpec Divya.Mehndiratta@unilever.com.

® Ecnv PRA byaeT 3anonHATLCA 06bIM LM, He ABAAIOLLMMCA
cotpyaHukom Unilever, KTo elle He ABAAETCA NO/b30BaTENEM
OneTrust, Bam HEO6XOAMMO CO3aTb HOBYIO OLLEHKY U 3aTem
HanpasuTb Ha Email agpec Takoro nvua.

Nuwmte PRA Ha nnatdopme OneTrust, MICNOAb3YA 3Ty CCbISIKY:
https://app-de.onetrust.com/

MepexoanTe Ha Self-Service Portal, Mcnonb3ys aTy ccbiky:
@ https://app-de.onetrust.com/app/#/pia/ssp 0 o o Y

PRA - Privacy Risk A... Information Classi... Self Assessment Te... Asset Based Questi...

oD OO0 OO o

@ Co3paiite HOBYIO OLEHKY, Bbibpas «PRA - Privacy Risk
Assessment Template»
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https://app-de.onetrust.com/
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CKpUHUMHrOBble BOMNPOCHI

CKpI/IHI/IHI'OBbIe BOMPOCHI AO0/1I*XHbI 3aNOMHATCA Bnagenbuem ana scex HOBbIX NPOEeKTOB UTN aKTUBHOCTEMN

CKPUHUHroBble BONPOCbI

® Ecnu y Bac HeT Bcelt MHDOPMALMK 419 OTBETOB Ha

3TW BONPOCHI, NopaboTalTe CO CBOEN NPOEKTHOMN
OnucaHue npoekTa. HasBaHWe, onucaHue, HasHaueHWe 1 Lenb KOMaH 0/, YTOBbI OMPEAENUTb BCIO HEOBXOAUMYIO
PHEM@AIBOIERI ) NERERERIER R el MHPOPMaLMIO, NPeXJe YeM OTNPaBAATb OTBETbI Ha
CKPUHUHroBble Bonpocbkl PRA.

Kateropum cy6beKkToB AaHHbIX. [lepcoHaibHble AaHHbIE KAaKMX KaTeropuii v,
6yayT cobmpaTbCca M UCMONb30BATHCA B PAMKaX 3TOFO NMPOEKTa.

Tunbl NnepcoHanbHbIX AaHHbIX. KOHKPETHbIE TUMbl NEPCOHAbHbIX AAHHBIX,
KoTopble byayT cobupaTbca a5 AOCTUKEHUS LLeAN NPOEKTa. i Unilever - Privacy Management Tool

ASSESSMENT - .
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AUTOMATION < o o Mot started e 7 0 B0 @O0
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PRA - Privacy Risk Asgessment (Pilot

06bem nepcoHasbHbIX AAaHHbIX. Kakon 06beM NepcoHabHbIX AaHHbIX 6yaeT Version
cobunpaTbCcs, UCMO/Ib30BaTLCA U XPAHUTHLCA B TEYEHME NpPOoeKTa. wow | Al st . & *Whats the name of your project, and please describe your the

activity and its purpose?

MpoeepKa KnbepbesonacHocTU. Ebina n npueiedeHa KomaHga CSRM / questone " D
SBD a4 Heob6x0AMMOM OLEHKM UT-cuctem 1 TpeTbUx AuL?
untries that will this project w

Brands that this is related to.

0O6paboTKa NepcoHaNnbHbIX AAHHbIX. BbiAB/eHMEe aKTUBHOCTEN, KOTOpble
Unilever cuntaet puckoBaHHbIMU UM KOTOPbIE paHee He NpeanpUHNUManmCh.
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Yto byaeT, ecnm NPOEKT C HU3KUM PUCKOM?

Kak ToNbKO Bbl 3aBepLUNTE CKPUHUHIOBbIE BONpochkl B PRA, ecnn He byaeT BbIABNEHO
HUKAKUX aKTUBHOCTEM C BbICOKMM PUCKOM, 3TO BYAET OKOHYaHUEM NPOLLECCa OLLEHKMW.
Bbl moXeTe NpucTynaThb K peanmsaumnm Ballero npoeKkTa Uan akTUBHOCTU, HO Bbl
DONXHbl BbINONIHUTbL 3 KAtOUEeBbIX Wara 1 cBasaTtbes ¢ Data Protection Adviser (DPA

RUB - lvan.Antipov@unilever.com) naun Global Privacy team, ecnn y Bac ectb
COMHEHMA UNU AONOAHUTENIbHbIE BONPOCHI.

® Ec/im Bam HeO6X0AMMa NOMOLLb C BbINONHEHUEM
LEeNCTBUI N3 YeK-NUCTa, NOXKANYNCTa 06paTUTeCch
K Bawemy nokanbHomy Data Protection Advisor.

Thank you for completing the Privacy Risk Assessment! Please
click 'Submit’ to finish this assessment.

You're all done!

Privacy Action Checklist

Based on your responses above, you can proceed with your activity

making sure that you implementing the actions below. It is your

responsibility fo ensure that the 3 actions below have been completed o
Eoirs i S ; Bbl MOKeTe HauyaTb CBOM MPOEKT UAM aKTUBHOCTb,
ec/iv NPpUMUTE BO BHMMaHMKe c/ieaytolme LWaru:

O Privacy
[o6aBbTe CCbINIKY Ha aKTya/ibHYH MOJIUTUKY O

1. Add Unilever privacy policy or notice to inform individuals how Unilever will collect
ot s Lo NepcoHasibHbIX AaHHbIX, YTObOblI NPONHbOPMUPOBATL
notpebutenei o Tom, Kak Mmbl cobupaem u

2. Follow the Marketing Consent Playbook where we are capturing consent from

individuals for marketing activities.
ncnosblyem Ux nepcoHanbHble AaHHblIE

3. Make sure there is a contract or Data Processing Agreement in place with all vendors,
suppliers and 3rd parties processing personal data on Unilever's behalf. See Working

with Third Parties Guidance for more information.
Cnepyiite Marketing Consent Playbook Tam, rae

Privacy Notices

Unilever Privacy Policies and Notices also include information on how consumers and . Mbl IONyYaeM cornacus ot ﬂOTpGGMTeﬂeVI ans
saeandexic (SR MapPKETUHIOBbIX aKTUBHOCTEN.

Y6eautech, UTO Y HaC 3aK/NOYEH [0roBop, rae
NpPONMcaHbl COOTBETCTBYIOLLME YCI0BUA O

RN .a§ rlvacy 3alLMTe AAHHbIX, C 0ObIM TPETbUM IULOM,
() Trust - Transparency : Governance BOBJICYEHHbIM B npoeKT.

Unilever


https://unilever.sharepoint.com/:b:/s/privacyteam/EY-QnKiHAV5Gn9XgkI5gjoIBZ1GCD-Id8AkBfltYUKlPBw?e=gJ3cRl
mailto:Ivan.Antipov@unilever.com

Yto 6yaeT, ecnn aBTOMaTUUYECKU Bbin onpeaeneH BbICOKUA PUCK?

Bnageneu npoeKkra A0NXKeH OTBETUTb Ha A0NO/IHUTE/IbHble BONPOChHI

Hawmn CKPUHUMHTOBbLIE BOMPOCHI 6blnun
p33pa6OTaHbl, 4yTOObl aBTOMATUYECKM

BblABNATb NPOEKTbI C NOTEHLUWNA/IbHO . Thank you for completing the Privacy Screening Questions! It
BbICOKMMM DUCKaMM B OTHOLLEHUM looks like we need more information from you to understand your
P project or activity in more detail. Please move to the next section

nepcoHas/ibHbIX AaHHbIX. Demonstrate Accountability and Governance and complete all
questions up until question 6.4

BOMPOCHI N NONYYUIUN TaKOE YBEAOMJ/IEHUE,

We will capture more information to make sure that we can identify, review, understand

Bam HeO6XOAM MO 6yﬂ,eT OTBE€TUTb Ha and manage the privacy risks appropriately.

A0NONHUTENIbHbIE BONPOCHI ANA
3aBepuweHuna PRA.

Hanee, 3anonHeHHasa PRA byaeT TwaTtenbHO
paccmoTpeHa Bawum DPA wam Global Privacy
team.

X
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Unilever

AononHutenbHble BONPOCHI

Bbl gonxkHbI BbIOpaTh ‘Add Option’ B Bonpoce 2.1,
4yT06bI Y6EAUTBLCA, 3aMNUCh CO34aHa NPaBU/IbHO,
TaK, YTo MHGOPMaLMA BHYTpM PRA aBTOMATUUYECKM

Ecan He06XOp,MMO, Bnapeney, NPOeKTa AO0/1*KEH OTBETUTb HAa AONOJ/IHUTENIbHbIE pobasnAeTcA B 3anUCb NOC/E YyTBEPKAEHUA.

BOMPOCbI 417 OTNPaBKM Ha paccmoTpeHume Data Protection Advisor, 4yTo6bl
BbIABUTb BO3MOMHbI€ PUCKN N PEKOMEHA0BATb MEpPbI AN UX CHUMKEHUS.

AdononHutenbHble BONPOCHI

Demonstrate governance and accountability. OcHoBHas nHbopmauma
OTHOCUTE/IbHO Ha3BaHMA MPOEKTa U OTBETCTBEHHOIO CO CTOPOHbI BU3Heca.

Processing of personal data. Kak 6yayT nonyyeHbl nepcoHasibHble AaHHbIE,
KaTeropuu cybbeKToB, cneLymanbHble KaTeropum AblHHbIX M COracue Ha
MCNONb30BaHME AaHHbIX 418 MAaPKETUHIOBbIX aKTUBHOCTEN.

Understand the purpose and objectives. Yto Hy>kHO Unilever ana cbopa
MepCOoHabHbIX AAHHbIX U Y KOFO K HUM ByAeT JOCTyr, BKAOYAA TPETbUX UL,

Be transparent. Kak mbl 6ygem nHdopmMpoBaTh Nt0A4EN O TOM, Kak byayT
06pabaTbiBaTbCA UX AAHHbIE.

Maintain proportionality. MuHumm3sauma n xpaHeHue AaHHbIX.

!!136 °
.. OYPrivacy

Please start typing the name of your project or activity and then
select 'Add Option' to create a new project or activity.

i

Do not select an existing item on the list as this may overwrite the information already
assessed and captured in the inventory. Your local Data Protection Advisor must create a
new record in your market's OneTrust inventory to be able te select from this list.

Please use a clear structured naming structure for a new activity. For example:
- Marketing activities, business can always start with brand name: Brand Name | Name

of Activity.
* Employee activities: Name of Activity | Business Function

Dove Digital Marketing PRA Test | Unilever - Please select your local organization

® = @ Unilever - Privacy Management Tool A Suniever Flezze.v {3 & @

ASSESSMENT
AUTOMATION

(inProgress) 70 BoO ®O

&
B Assessmems
21 What is a DPIA?

Demonstrate governanceand

O Privacy
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OtnpasbTe cBoto PRA nocne otsetos
Ha A0MNOJIHUTe/ibHble BONPOChHI

6.4 Thank you for completing the additional questions! Please click
'Submit’ to finish this assessment.
This assessment will be reviewed by your local Data Protection Advisor or the Global Privacy

team for central projects. If you have any questions, please reach out to your local Data
Protection Advisor or the Global Privacy team.

< Save and Ex m

.. QPrivacy

Um.ﬂww

KaK TO/IbKO Bbl OTBETUAM Ha
[ONONHUTE/IbHbIE BOMPOCHI,
HaxmuTe ‘submit’!

Baw Data Protection Advisor nam
Global Privacy team 6yayT
aBTOMATUYECKU YBEAOM/IEHbI, YTO
Bbl 3aBEPLUNIN OLLEHKY.



Yro 6yaeTr nocne ornpasku PRA?

1. Baw Data Protection Advisor nnu Global Privacy team (ans
rnobanbHbIX NPoeKToB) NpoBepuT Bawwy PRA.

2 Baw Data Protection Advisor nnu Global Privacy team byayT
paboTtaTb cOBMecTHO ¢ Bnagenbuem npoeKTa 4tobbl
onpeaenutb HeobxogamMmblie JenUCTBUA ANA CHUXKEHUA PUCKOB.

3 [locne cornacoBaHuA, Bbl MOXKeTe HayaTb CBOKO aKTUBHOCTb.
Ecau NPOEKT HECET 3HAYUTE/IbHbIE PUCKN, OH MOXET 6bITb

3CKaIMPOBaH.

U OPr
& Urrivacy
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YacTto 3apgaBaemblie BONPOCHI

1  Yro takoe Privacy by Design?

2 Yro takoe OneTrust?

3 Yro taKkoe Privacy Risk Assessment (PRA)?

4 Kro ponxeH npoiitu PRA B OneTrust?

5 Korga PRA paonyHa 6biTb npoiigeHa?

6 KTto oTBeuaer 3a npoBepky PRA?

7 Korga mMmHe Hy)XHO OTBeuaTb Ha
AONOJIHUTE NbHbIE BOMPOCHI?

.. QPrivacy

2T Trust - Transparency - Governance

Privacy by Design 3HauuT BCTpanBaTh 3a60Ty 0 KOHOUAEHLMANBHOCTU U NEPCOHA/bHbIX AaHHbIX BO BCE, YTO Mbl A€/1aeM, PaCCMaTpMBaTh 3TU
BOMPOCHI B CaMOM Haua/ie NpoeKTa, U yb6eamTbes, uTo BONpochl KoHbuaeHUManbHoct B Unilever He aBAsA0TCA YeM-To 3an034abiM UAN He
BbINOIHAIOTCA «A/1A rasIouKM». ITO MOMOraeT Ham BbINOAHATb rNobasnbHble 0643aTeNbCTBA MO 3alMUTE AAaHHbIX M MOCTyNaTb NPaBUIbHO, KOraa
[.e/10 AOXOAUT A0 06pabOoTKM NEPCOHA/bHbIX AAHHbIX HaLLIMX COTPYAHUKOB, NOTpebuTenei u KAMeHTos.

OneTrust - 3To oHAalH-NAaTdopMa, ncnonbayemas Unilever ans obecneyeHns NnpocToro 1 nocieg0BaTeIbHOrO yNpaBaeHMsa 4eNCTBUAMM NO
obecneyeHnto KOHPUAEHUMANbHOCTU Ha BCEX PbIHKaX No Bcemy mupy. OHa BK/toYaeT B cebA OLEeHKY privacy-puMcKoB ¢ nomoLubio PRA n
ynpas/ieHWe 3anpocamm CybbeKTOB AaHHbBIX.

PRA aBnseTca oba3aTeIbHON OLLEHKOW M A0NKHA ObITb 3aBepLUEHa 40 Hayana HOBOro NPOEKTa, Cbopa AaHHbIX UM aKTUBHOCTM, CBSI3AHHOM C
NepcoHanbHbIMW AaHHbIMMK, T.e. PRA HeobX0AMMOo 3aBEPLLUTb A0 TOro, KaK Kakue-n1bo nepcoHasnbHble AaHHble 6yayT cobpaHbl Man
ncnonb3osaHbl Unilever.

PRA ponkHa 6biTb HavyaTa BnagenbLem NpoeKTa UM akTUBHOCTM CO CTOPOHbI BM3Heca.
CoTpyaHuku Unilever moryt npointn PRA Ha nnatdopme OneTrust privacy.

PRA ponkHa 6bITb MpoitaeHa B KaXA0M C/lyyae, Koraa Mbl CO34aeM WM CyLLEeCTBEHHbIM 06pa3oM MeHSAeM aKTUBHOCTb, CBA3aHHYHO C
NCMNO/1b30BaHNEM NEPCOHA/bHbIX AaHHbIX.

Baw nokanbHbil Data Protection Adviser (DPA) 6yaeT nposepaTb RPA 1 noanep»Knsatb Bac B OTHOLLIEHMM N0ObIX BOMPOCOB
KOHOMAEHLMANBbHOCTM B YaCTU PUCKOB, aKTUBHOCTEN M peKoMeHaaunin. Ecnm npoekt rnobanbHbiii, To Global Privacy team 6yaeT ocywecTsnaTb
rno6asbHY OLLEHKY PUCKOB.

Ha4vanbHble CKPUHUHIOBbIE BONPOCHI pa3pa60TaHbl, 4yTO6bI aBTOMATUYECKU BbIAB/IATL 3HAYNTE/IbHbIE privacy-pMCKM Aana Unilever. Ecin B
pe3ynbTtaTte OTBETOB Ha HUX 6b111U BbIAB/IEHbI BbICOKM PUCKHK, TO Bbl aBTOMaTUYECKU 6yp,eTe HanpaB/ieHbl B pa3gen ¢ 40NO/IHUTE/IbHbIM
BOMpPOCamu B paMKax 3TOM Ke OUEHKN.


https://www.onetrust.com/

Hy)xHa gononHutenbHasa nHpopmauyma?

Ecnn Bam HyKHa aononHuTenbHasa nHpopmauma no npoueccy PRA
Bbl MOXeTe 0b6paTnTbCA:

e Kk Bawemy DPA lvan.Antipov@unilever.com nau

* K lrina.Shotkevich@unilever.com

O Privacy
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