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HASHING.

GUIDELINES FOR PARTNERS

Hash code (hash value) is a unique code used to identify documents. Hash codes are calculated mathematically
with an algorithm by using the source data (information) of a document. As a result, a hash code is a line of
characters attributed to a particular document.

Example: 9b9b17022a31abb8d443202b0b5932ch.
The number of characters of the hash code varies depending on the algorithm used.

Hashing allows you to confirm the complete identity of the submitted electronic document to the electronic
document, which was hashed during the execution of a contract document and whose hash code (the code
obtained during hashing) is specified in it.

It is possible to hash any data container, including electronic documents in .docx or .pdf format, by uploading
it into a hash generator.

Since the hash generator calculates the hash code of the document according to the specified algorithm, the
slightest change in the content of the document (text) is taken into account when calculating the hash code,
for example, adding a punctuation mark, correcting a letter, etc. As a result, the hash generator will display a
different hash code as a result of the above-mentioned manipulations.

The identity of an electronic document in terms of hashing algorithms is affected by any manipulation of the
file content except for the change of its name. Other changes, including implementation of formatting and
change of text formatting, change of document attributes, such as "Author", will lead to change of hash code.

Using hash functions helps to prevent changes in the content of an electronic document by deleting/adding
changes or creating a new document with identical content.

Recommendations on working with hash codes

Unilever uses the MD5 and SHA12 hash generators on the following website: https://emn178.github.io/online-
tools/sha512 file hash.html

To verify hash codes in contract documents, please download the necessary document to your desktop or hard
drive from the Unilever Legal Portal (the link to the document (URL) is provided in the contract document
signed with Unilever). Renaming a file when downloading and saving a document does not change the hash
codes of the document.

Go to the sites listed below and upload the downloaded document to the site hash window. Unilever
documents are double-hashed in MD5 and SHA512 format.

To check the SHAS512 hash code, upload the document to the validation window by clicking here:
https://emn178.github.io/online-tools/sha512 file hash.html

To check the MD5 hash code, upload the document to the validation window by clicking here:
https://emn178.github.io/online-tools/md5 checksum.html

Alternatively, hash codes can be checked using the following website: https://md5file.com/calculator. To check
the SHA512 and MD5 hash codes, select these hash formats in the hash generator by checking the boxes next
to them. Upload the downloaded document to the hash generator using the "Choose file" function to check the
hash codes on the site.

Save the first and second hash sums for verification.

Compare the hash codes of the document you have downloaded with the hash codes in the document signed
with Unilever.

You can compare hash codes manually or automatically at http://text.num2word.ru/ or any other site available
to you.
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Recommendations for working with URL adresses in documents
Working with links in a Word document:

» Ina Word document, you can copy the URL directly from the gray box:

General Terms (Unilever — Buyer/Customer) / OBwme yonoema (KOHKMneeep - MokynaTtenk, 3aKazume)

url: https:/fwww.unilever.ru/files/c71421ec-330b-47b2-84c8-205d30cf0b35/genaral-terms-for-non-residents-v-03-01-21-10-22-
2.pdf

MDS Hash / Xew MDS5: 2117450cd5d46215f788542da2b7dbee

SHA 512 Hash / Xew SHA 512:
99b8683a6f7883b00814a01d0af627acfb125fea5cdavb64a1b683a855f1ed770c837e88469efaB8e5c7Tb09a62f81fe2577159dab402
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Working with links in a PDF document:

» Copying the URL directly from agreements in pdf-format leads to its "breaking", so to copy the URL from
the agreement in pdf-format to another document correctly (for example, an additional agreement), it is
recommended to use the hyperlink specified in the agreement directly, then copy the URL from the
browser's search bar:

@ CneuuansHble ycnoewa no noct= X =

< C @ assets.unilever.com/files/92uiSegz/production/51535afc790b3ed53cfc8b7ad9c9048b248ba29b.pdf/

I Note: when copying the URL, please pay attention to copying the link in its entirety to the last character.




XELUNMPOBAHME.
NAMATKA 411 KOHTPATEHTOB OO0 «HOHWUJ1IEBEP PYCb»

Xew-cymma (Xew-Koa) -3T0 YHUKabHbIA MAEHTUPUKATOP, KOTOPbIN PaccCUMTbIBAETCA NyTEM MAaTEMATUYECKUX
npeobpasoBaHMN AaHHbIX (MHPOpMALMK) MO cneumasbHOMY anropuTMy C nocaeaylolen KoHBepTauuen
pesynbTaTa B CTPOKY CUMBOJIOB.

Mpumep xew-koaa: 9b9b17022a31abb8d443202b0b5932ch.
KonnyecTBo cMMBO/IOB 3HaYeHUSA XelW-pyHKLMM pa3NnyaeTcs B 3aBUCMMOCTM OT UCNOJIb3YEMOTO a/IT0PUTMA.

XewwnpoBaHWe MO3BOMAET MNOATBEPAUTb MOJHYIO TOXAECTBEHHOCTb MNPeACTaB/IeHHOro 3/1EKTPOHHOMo
AOKYMeHTa TOMY 3/1eKTPOHHOMY AOKYMEHTY, KOTOpbIi Xelwuposanca npu opopmMaeHUU [OroBOPHOro
[OOKYMEHTA M Xell-CyMMa KOTOpOro (Koa, MoayyatoLWwmiica npu XxelmpoBaHUM) yKasaHa B Hell.

XewnpoBaHWe MOXKeT MPOBOAMTLCA B OTHOWEHMM OBOro MaccuBa [LaHHbIX, BK/OYAs 3/IeKTPOHHbIN
AOKYyMeHT B popmarte .docx, .pdf , nyTem ero 3arpysku B xel-reHepaTop.

B cBA3N C TeM, YTO XeW-TeHepaTop OCYLLECTBAAET BblYMC/IEHME 3HAYEHUA XeLW-CyMMbl ¢alina no 3aZaHHoOMY
aNropuTMy, MpPU BbIYUCIEHUN 3HAUYEHUS XeL-CYMMbl YYMTbIBAeTCA Maseilee M3MEHEeHME COAEPHKMMOro
AOKYMeHTa (TeKcTa), Hanpumep, fobaBneHMe 3HaKa NPenuHaHus, ucnpasneHve Bykebl U T.M. B pesynbTate
Yero XeL-reHepaTop BbIBEAET MHYHO XEL-CYMMY KaK pe3y/ibTaT YKa3aHHbIX Bbile MaHUNYAALNNA.

Ha ToXaecTBeHHOCTb 3NN1EKTPOHHOIO OOKYMEHTA C TOYKMN 3PEHUA aITOPUTMOB XELLNPOBAHUA BINAIOT ntobble
MaHUNynaunum Cc cogepXmmbim d)al?ma 32 UCKNOYEHNEM U3MEHEHUNA ero HauMeHOBaHUA. MIHble U3MeHeHusA,
BK/1KO4aA OcCylwecTBsieHune d)OpMaTMpOBaHVIFI n NU3MeHeHue Od)Ole'IEHVIFI TEKCTA, U3MEHEHUE anM6YTOB
AOKYMEHTA, TAaKNX KaK «ABTop», npmeeayTt K USMeHeHUK0 3Ha4YeHUA Xew-CyMmmbl.

Ucnonb3oBaHue XEI.LI-(I)YHKUMﬁ no3sosdeTr npeaoTBpatTuTb BHecCeHue M3MeHeHuii B cogepxXmmoe
ANNEKTPOHHOro AOKYMEHTa nytem yAaneHMﬂ/A06aBneHMﬂ U3MEHEHUIH unn CO34aHUA HOBOIro AO0KYMEHTa C
UAEHTUYHbIM COoAepXKaHuem.

PekomeHpgauuu no pabore:

OHMNeBep ANnA NpoBepkM X3L-KOAOB AOKYMEHTOB MCNOb3yeT xew-reHepaTop (MD5; SHA12) Ha caliTe:
https://md5file.com/calculator

CkavaiTe Ha cBOM Pabounii CTON UM HA KECTKMI ANCK HEOBXOAMMbIN AOrOBOPHOMN AOKYMeEHT ¢ [1paBoBOro
noptana KOHunesep (ccblika Ha gokymeHT (URL-aapec) ykasaHa B OroBOPHOM LOKYMEHTE, MOANUCAHHOM C
OHuneBep). MepenmeHoBaHMe daina NPy CKAaYMBaHUM U COXPAHEHUU OOKYMEHTA HE M3MEHAET X3LW-Koabl
OOKYMEHTa.

MepeianMte Ha ucnonb3yembit HOHWNEBep Xew-reHepatop Ha cauTte: https://md5Sfile.com/calculator
JoKymeHTbl KOHMNEeBep NpoxogAaT ABOVHOe XewmnpoBaHue B dopmate MD5 n SHA512.

Ona nposepkn xew-koga SHA512 n MD5 BbibepeTe AaHHble PopmaTbl X3WMPOBAHMA B X3L-reHepaTope,
NPOCTaBMB HaNPOTUB YKa3aHHbIX POPMaTOB raovKu.

3arpysuTte cKadaHHbIM AOKYMEHT B X3lU-reHepaTtop, nucnonbsysa ¢yHKumio «Choose file» ana nposepkn xelw-
KOJ0B Ha cauTe.

CoxpaHuTe NepBblit M BTOPOI Xell-Koa ANA NPOBEPKMU.

CpaBHMTe nony4yeHHble Ha canre Xew-Ko4bl CKa4aHHOro BamMun AOOKYMeEHTa C Xew-KogamMM, yKa3daHHbiIMU B
noannMcaHHoOMm C |'OHI/II1€BEF) AOKYMEHTOM.

CpaBHUTb Xell-KoAbl MOXHO B PYYHOM PEXMME MM aBToOMaTMYecKom Ha caite: http://text.num2word.ru/
Anbo MHom AocTynHom ana Bac caire.
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B cnyyae HeaoCcTynHOCTU U\MAKU HeKenaHMa MCNoNb3oBaTh caiT https://md5Sfile.com/calculator Bbl moskeTte
BOCMNO/Ib30BaTbCA BalwMM BapMaHTOM OHJIAMH reHepaTopa MWW MCMOJIb30BaTb BCTPOEHHble CPeacTBa
onepaunoHHom cuctembl Windows, ana atoro Heo6xo4MMO BbINOAHUTbL Cneaytoume AeNCTBUA:

CkavaiTe Ha cBOM Pabounii CTON UM HA YKECTKUI ANCK HEOBXOAMMbIN AOrOBOPHON AOKYMEHT ¢ [1paBoBOro
noptana KOHunesep (ccblika Ha gokymeHT (URL-aapec) ykasaHa B OroBOPHOM LOKYMEHTE, MOANMCAHHOM C
OHunesep).

3anycTuTe KomaHAHYyto cTpoKy Windows, 3TO MOXHO cAenaTb HECKONbKMMM cnocobamu:

1. 3amtu B «lycKk» - «CnyxebHble — Windows» - «KomaHaHana cTpoKa» (B aHr. Bepcumn cuctemsl aTo "Start" -
"Windows System" - "Command Promt")

nnu
2. HaxKaTb WinKey+R — BBECTM B OTKpbIBLLUEMCSA OKHe «cmd» 6e3 KaBblyeK U HaxKkaTb «OK».

B OTKPbITOM OKHE KOMaHAHOW CTPOKM BBECTU KOMaHAY BUAA:
certutils -hashfile "C:\1\Cooperation_Agreement_v.03_00_20_09_22_ dUsRIlc.pdf" md5

B aToin KomaHae:

«certutil -hashfile» - HenameHsemas 4yacTb, 3TO UMA BbINO/NHAEMOM KOMaHApbl.
«"C:\1\Cooperation_Agreement_v.03_00_20_09_22_dUsRlc.pdf"» - mecTo, rae Bbl coxpaHuau ¢painn n ums
aToro daiina (NMwem 3To € KaBblYKaMM, KaK B NPUMEpPE), laHHble MOXHO CKONMpoBaTh 13 NpoBoAHMKa
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«md5» - Kakoi anropuTm ByaeT Mcnonb3oBaH, B ciydae ¢ paiinamm Unilever ato «md5» nnm «sha512».
Mocne BBOAA KOMaHAbI HaxkmuTe Enter.

MNMocne ycnewHoOro BbINOJIHEHUA KOMaHAbI pe3ynbTaT 6yAET MMETb cnep,yroumﬁ BUA:

ertutil -t file ration_Agreement_v.@3_0 22_dUsRlc.pdf™ md5

L 2_dUsRlc.pdf" sha512
dUsRlc,pod
f1ef731 AAdf3fcadaddfba3beccbci6cbe

KpacHbim uBeTOM 06BefeHbl Xelw-Koabl ¢anna. VX MOXHO CKOMMpPOBaTb ANS MPOBEPKU: BbIAEAUTE KOA, U
HaXMUTe NpaBylo KHOMKY MbIWK. BblaeneHne nponaget, a TEKCT Xew-CyMmbl ByaeT ckonuposaH B 6ydep
obMmeHa, ero MOXKHO BCTaBWTb, Hanpumep B BNOKHOT, cTaHAAPTHLIM coyeTaHmem Ctri+V.

CpaBHUTE NO/YYEHHbIE Xel-KoAbl U3 KOMaHAHOW CTPOKM C Xel-KoAamMW, YKa3aHHbIMW BMNOANMCAHHOM C
FOHUNneBep AOKYMEHTOM.

CpaBHMWTb XeLl-KOAbl MOMHO B PYYHOM pexmme WaM aBTOMaTUYECKOM Ha cauTe: http://text.num2word.ru/
6o MHOM JocTynHom gns Bac cainte

Mo 3aMpPoCy KOHTpareHTa }Ovaesep MOXET NPpeaoCtaBUTb BUAEO-UHCTPYKLUMIO MO NpPOBEPKE Xelw-CyMmm B
noanncbiBaemom 4oroBsope.
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PekomeHgaumm no paboTte o CCbIIKaMU B LOKYMEHTaX

Pabora co ccbiiKamu B goKkymeHTe ¢opmarta Word:

> B pokymeHTe popmata Word mokHo KonuposaTb URL-agpec Hanpamyto U3 ceporo nons:

O6ume ycnoeua (lOHunesep - MNokynatens/3akasumk)

url: https://www.unilever.ru/lmages/general-terms-and-conditions._tcm1315-562894 1 ru.pdf

Xew MD5: b9f7f0ff026bfebb35c2a29de058a0c1

Xew SHA 512:
fc67570dc2ebebbdacc80ba5350781eaebldbf7bf2791322bth9604b05d458e27f5e1353¢c8324ed9¢328851709dcae9dab
920f85542553af81d4de098b89982

Pabora co ccbiiKamu B gokymeHTe ¢popmara PDF:

> KonuposaHue URL-agpeca Hanpsamyto 13 gorosopos B pdf-popmate npmuBoguT K eé "'nonomke", nosTomy, 4Tobbl
KOPPeKTHO cKonupoBaTb URL-agpec w3 pgorosopa B pdf-dopmate B apyroit AOKymeHT (Hanpumep,
AOMONIHUTENBHOE COr/aleHne), HEOBXOAMMO NEpPenTn MO 2unepccbiike, YKasaHHOW B [AOroBope, 3aTem
ckonupoBsatb URL-agpec 13 nonckoBow CTpoku bpaysepa:

@ CneumansHwle ycnoewa nonoct= X 4

< C @ assets.unilever.com/files/92ui5egz/production/51535afc790b3ed53cfc8b7ad9c9048b248ba29b. pdf/

! BHumanwme: npu KonuposaHum URL-agpeca Heobxogmumo obpaliaTb BHUMaHUE HA NOMHOE KOMUPOBaHMWe
CCbINIKK [0 nocneaHeit 6yKBbl.



